MEJATOT'AM OF UHO®OPMAIIMOHHOM BE30OIACHOCTHA

Koraa peus 3axonut 06 nHGOpMaMOHHOM 0€3011aCHOCTH, OOBIYHO Mbl HAYMHAEM
JIyMaTh O KOMITbIOTEPAX, CETAX, UHTEpHETE U Xakepax. Ho st oOpazoBareabHOM
Cpelibl MpobiieMa CTOUT IIHUPE: B OTPAXKACHUM YUallerocs OT UHPOpMaluu,
KOTOpasi MOXET HETraTUBHO MOBJUATH Ha €ro (POPMUPOBAHUE U PA3BUTHE, TO €CTh O
Mponara’e pa3IndHON HalPaBJIECHHOCTH.

IHousitue nHpoOpMaLMOHHOI 0€30IACHOCTH

[Tox nHpOPMAITMOHHOW 0€30MMaCHOCTHIO ITOHUMAETCS 3aIUIICHHOCTh
WH()OPMAITMOHHONW CHCTEMBI OT CIIyYalHOTO WIIH MPEeTHAMEPEHHOTO
BMEIIATEIbCTBA, HAHOCSIIErO yuiepO BiIaJebliaM WIH [OJIb30BATEISIM
uHbOpMaInu.

Ha npakTuke Ba)XHEHIITUMHU SIBISIOTCS TP aCTIeKTa HH()OPMAIIMOHHON
0€30MacHOCTH:

- TOCTYIHOCTb (BO3MOKHOCTb 33 pa3yMHOE BpPEMs OIYUUTh TPEOyeMYIO
UH(OPMAITMOHHYIO YCIIYTY);

- LIEJIOCTHOCTH (aKTyaJIbHOCTh U HEMPOTUBOPEUUBOCTh HH(OPMAIIUH, €€
3aIMAIIEHHOCTD OT Pa3pyLIEHUs U HECAHKIIMOHUPOBAHHOTO U3MEHEHUS);

- KOH(UIEHIIMAIBHOCTD (3a1UTa OT HECAHKIIMOHUPOBAHHOT'O IIPOYTEHU).
Hapymienust 1ocTyHOCTH, LIEIOCTHOCTH U KOH(PUACHIIMATBHOCTH UH(POpMaAIUU
MOTYT OBbITh BbI3BaHbl PA3JIMYHBIMHA ONTACHBIMH BO3JECHCTBUSIMHU Ha
MH(OPMAIMOHHBIE KOMITBIOTEPHBIE CUCTEMBI.

OcHoBHBIE YTPO3bl HHPOPMALMOHHOMN 0€30IIACHOCTH

CoBpeMeHHas nH(pOpMaMOHHAs! CUCTEMA IIPEJICTABIIAET COOOM CIOKHYIO
CUCTEMY, COCTOSIIILYIO U3 OOJIBIIOrO YUCIa KOMIOHEHTOB PA3IMYHON CTENEHU
aBTOHOMHOCTH, KOTOPBIE CBSI3aHbI MEXAY COOOM 1 OOMEHHUBAIOTCS JAHHBIMH.
[TpakTH4EeCKH KaXIbli1 KOMIIOHEHT MOKET MOJBEPTHYTHCS BHEITHEMY
BO3JCHUCTBUIO WUJI BBINTHU U3 CTPOSL.

KoMrioHneHTsI aBTOMAaTU3UPOBAaHHOM HH(POPMAITMOHHON CUCTEMBI MOKHO Pa30UTh
Ha CJIEAYIOLUE TPYIIIBL:

AnmnapaTtHble cpecTBa. ITO KOMIIBIOTEPHI U UX COCTABHbBIE YACTH (TIPOLIECCOPHI,
MOHUTOPBI, TEPMUHAIIBI, IEpUPEPHUITHBIC YCTPONHCTBA — IPUHTEPHI, KOHTPOJLIEPHI,
Ka0eJn, TUHUM CBSI3H U T.J1.);

IIporpammHoe obecneyeHue. D10 NPUOOPETEHHBIE TPOTPAMMBbI, UCXO/IHBIE,
OOBEKTHBIE, 3arPY30UHbIE MOYJIU; ONIEPALIMOHHBIE CUCTEMBI U CUCTEMHBIE
IPOrpaMMBbI(KOMITHIIATOPBI, KOMIIOHOBILMKY U JIP.), YTHJIMTbI, JUATHOCTUYECKUE
IpOrpamMmmbl U T.1.;

JlanHble, XpaHUMbIe BPEMEHHO U MOCTOSIHHO, HA TUCKaX, (hJIdIlKax, eyaTHbIE,
apXUBbI,CUCTEMHBIE KYpPHAJIBI U T.[.;

ITepconaJ. [Tosnp30BaTeNN, CHCTEMHBIE AIMUHUCTPATOPBI, IPOrPAMMHUCTBI U AP.
OmnacHble BO3CHCTBUS Ha KOMIIBIOTEPHYIO HH(OPMALIMOHHYIO CUCTEMY MOKHO
NOAPA3JAEIUTh HA CITyYailHbIe U MPeTHAMEPEHHbIC. AHAIN3 ONbITA
MIPOCKTUPOBAHMUSI, U3TOTOBJICHUS U DKCIUTyaTalluyd WH()POPMAITMOHHBIX CUCTEM
MOKAa3bIBACT, YTO MH(POPMAITUS TTOABEPTACTCS PA3TUIHBIM CITydalHBIM



BO3JEHCTBUSM Ha BCEX ATAIaX IIUKJIA )KU3HU CUCTEMBI. [ [prnunHamu cirydaliHbIX
BO3JIEUCTBUM MPHU IKCILTYyaTALIMU MOTYT OBITh:

- aBapUifHbIC CUTYAIIMH U3-32 CTUXUIUHBIX OCICTBUI U OTKIIIOUECHUI
ANEKTPONUTAHUS;

- OTKa3bl U COOM anmaparypsbl;

- OIIMOKHU B IPOTrPaMMHOM O0ECIICUEHUH;

- oMOKH B paboTe mepcoHana;

- IOMEXU B JINHUAX CBSI3U W3-3a BO3JICMCTBUM BHEIIHEW CPEBI.
[IpenHamepeHHbIE BO3AECHCTBHS — 3TO LIEJICHAIIPABIICHHBIEC TEUCTBUS HAPYILIUTENS.
B xadecTBe HapyIMIUTENS MOTYT BBICTYNATh CIIYXKAILUM, TOCETUTEIb, KOHKYPEHT,
HaeMHUK. /[eficTBHsI HAPYIIUTEIS MOTYT OBITH OOYCJIOBJICHBI Pa3HBIMH MOTHBAMMU:
- HEZIOBOJIBCTBOM CIIYKAaIllEr0 CBOEN KapbEepPOU;

- B3SITKOM;

- TIOOOMBITCTBOM;

- KOHKYpEHTHOU O0pKOOi;

- CTPEMJICHUEM CaMOYTBEPIUTHCS JH000M 1IEHOH.

MOHO COCTaBUTh TUIIOTETUYECKYIO MOJENb MOTEHIUAIBHOTO HAPYILLIUTE:

- KBanu(UKaIs HapyIIUTeNIs Ha YpOBHE pa3paboTurKa IaHHON CUCTEMBI,

- HapYyIIUTEIEM MOKET ObITh KaK MIOCTOPOHHEE JIMIIO, TaK U 3aKOHHBIN
II0JIb30BATEIIb CUCTEMBI;

- HApYUIUTEI0 U3BECTHA HH(OpMAIIMS O MPUHIUIIAX pa0OThl CUCTEMBI;

- HapyIIHUTEb BEIOMpaeT Hanboliee caaboe 3BEHO B 3aIlMTE.

Hawnbonee pacnpocTpaHEeHHBIM 1 MHOTOOOPA3HBIM BUJIOM KOMIIBIOTEPHBIX
HapyILIEHUH SBJISIETCSA HECAHKIMOHUPOBAHHBIA TOCTYN. HeCaHKIMOHNPOBAaHHBIN
JIOCTYT UCIOJIB3YET JIIOOYIO OITMOKY B CUCTEME 3aIlIUThI U BO3MOXKEH MTPU
HEpallMOHAJILHOM BBIOOPE CPEJICTB 3AIIUTHI, UX HEKOPPEKTHOM YCTAaHOBKE U
HACTpPOWMKE.

[TpoBenem knaccudpuKamio KaHaTOB HECAHKIIMOHUPOBAHHOTO JIOCTYTIA, TIO
KOTOPBIM MO>KHO OCYILIECTBUThH XUILIEHUE, U3MEHEHUE WIIM YHUUTOKEHUE
uHbopMaIuu:

Yepe3s yesioBeka:

- XUIIIEHUE HocuTenel nHhopmaIum;

- yTeHue H(OPMAIUH C dKpaHa UK KIIABUATYPHI;

- YTeHHe MH(OpPMALIUK U3 PacieyaTKH.

Yepes nporpammy:

- IEpeXBaT NapoJiei;

- nemnpoBKa 3amn(poBaHHON HHPOPMALIHH;

- KOUpoBaHUe UH(POPMAITUU C HOCUTEJIS.

Yepes annaparypy:

- IOJIKJTIOYEHUE CIIEIUAIbHO Pa3padOTaHHBIX aMMapaTHBIX CPEJCTB,
00eCIeynBaIIMX JOCTYN K HH()OpMAIUY;

- IepexBaT MOOOYHBIX DJIEKTPOMATHUTHBIX H3TYYEHUN OT ammapaTyphl,

JIMHUM CBSI3H, CETEU JICKTPONIUTAHUS U T.I.

Oco0o0 cieyeT 0CTaHOBUTHCS HA YTPO3ax, KOTOPBIM MOTYT MOABEPTaThCs



KOMIbIOTepHBIE ceTH. OCHOBHAsI 0COOEHHOCTD JH000W KOMIBIOTEPHON CETH
COCTOMT B TOM, YTO €€ KOMIIOHEHTHI paclpeIe]ICHbI B TPOCTPAHCTBE. CBA3b MEKIY
y3JIaMU CETH OCYIIECTBIISIETCS (PU3UUECKH C TIOMOIIBIO CETEBBIX TUHUN U
MPOrpaMMHO € MOMOIIbI0 MeXaHu3Ma cooOuieHui. [Ipu sTom ynpasmstomue
COOOIICHMS U JIaHHBIE, MIEPEChUIaeMble MEXIY y3JaMu CETH, ePealoTCs B BUC
MaKeToB OOMEHa.

KoMmneroTepHbi€ CETH XapaKTEPHBI TEM, UTO IPOTUB HUX NPEANPUHUMAIOT TaK
Ha3bIBAEMbIE y/IaJIEHHbIE aTaku. HapymmuTenb MOXET HAaXOAUTHCS 32 ThICSYH
KHJIOMETPOB OT aTaKyeMOro 0ObEKTa, IPU 3TOM HANaJAEHUIO0 MOXKET IMOJBEPIaThCs
HE TOJBKO KOHKPETHBIA KOMIBIOTEP, HO M MH(OpMALIUs, IEpeaaroiasics mo
CETEBbIM KaHajlaM CBS3H.

Ob6ecneuenne nHPOPMAITMOHHON 0€30MTaCHOCTH

dopmupoBanue pexxruma HHHOPMALIMOHHON O€30MacHOCTH — pobdIeMa
KOMILJIEKCHAS.

Mepsl 0 ee pelIeHNI0 MOKHO IOAPA3ACJNTh HA IATH YPOBHEI:

1. 3akoHOATENbHBIN . DTO 3aKOHBI, HOPMATUBHBIE aKThl, CTAH/IAPTHI U T.II.
HopmaTtuBHo-1ipaBoBas 0a3a onpeaestomnas nops10K 3alTbl THPOpMaIUK:
2. MopanbHO-3TUYECKU. BceBO3MOKHBIE HOPMBI TIOBEICHUS, HECOOJIIOIEHUE
KOTOPBIX BEJET K MAJICHUIO MPECTHKA KOHKPETHOTO YeJIOBEKA WIH LIEJIOU
OpraHU3alnH.

3. AnMuHuCTpaTUBHBIN. [leficTBUs 0011ero xapakrepa, NpeInpuHIMaeMble
PYKOBOJICTBOM OpraHu3aiuu. TakuMu JOKYMEHTAMH MOTYT OBITh:

- IPUKa3 PyKOBOJUTEINS O HA3HAYEHUH OTBETCTBEHHOI'O 3a 00ECIIeUeHHE
nH(pOpMAIIMOHHOM 0€30MaCHOCTH;

- TOJKHOCTHBIE 00SI3aHHOCTU OTBETCTBEHHOTO 3a 00ecIeueHne
nH(pOopMaIIMOHHOM 0€30MaCHOCTH;

- IepeyYeHb 3alUIIaeMbIX HH(OPMALMOHHBIX PECYPCOB U 0a3 JaHHBIX;

- HHCTPYKLIHIO, ONPEEIIAIONIYI0 OPSAAO0K NMPeA0CcCTaBiIeHNUs HHOpMaLuu
CTOPOHHHMM OpraHU3alysM M0 UX 3alpocaM, a TAKKe Mo IMpaBaM J0CTyna K
HEW COTPYJHUKOB OpraHU3aluu.

4. ®uznueckuii. MexaHnuecKue, IIEKTPO- U JIEKTPOHHO-MEXAHUYECKHE
MPENATCTBUS HA BO3MOXHBIX MMYTAX MPOHUKHOBEHUS MOTEHIIMATbHBIX
HapYLIUTENEH.

5. AnnapaTHO-pOrpaMMHBIHN (JIEKTPOHHBIE YCTPONCTBA U CHICIUATIBLHBIE
MPOrpaMMBbl 3aIUThl HH(OPMAIUN).

[IpuHsTHIE MEPHI IO CO3aHUI0 O€30MacHON MH(OPMAIIMOHHON CUCTEMBI B ILIKOJIE:
- O0ecreyueHa 3aiuTa KOMIbIOTEPOB OT BHEIIHUX HECAHKIIMOHUPOBAHHBIX
BO3JIEUCTBUM (KOMITbIOTEPHBIE BUPYCHI, JTIOTHYECKHUE OOMOBI, aTaKu XaKEPOB
UT. 1)

- YcTaHOBIIEH CTPOTHI KOHTPOJIH 32 JIEKTPOHHOM MOYTOM, 0OecreueH
IMOCTOSTHHBIM KOHTPOJIb 33 BXOJSIIECH U HCXOASIIECH KOPPECIIOHICHIIUEN.

- YCTaHOBJIEHBI COOTBETCTBYIOIIME MMApOJIK HA iepcoHabHbIE [1K.

- Ucnons30BaHbl KOHTEHT-(QUIBTPHI, A (PUIBTPAIIUN CAUTOB 1O UX
COZIEP)KUMOMY.



EnunHas COBOKYITHOCTh BCEX ATUX MEp, HAIPABJICHHBIX HA IPOTUBOICUCTBUE
yrpo3aM 0€30MacHOCTH C LIE€JIbI0 CBEACHHS K MUHUMYMY BO3MOXKHOCTH yiepoa,
00pa3yIoT CUCTEMY 3aIlUTHI.

CrenuanucTel, MMEIIINE OTHOUIEHNE K CUCTEME 3alUThI 10JKHBI IIOJIHOCTHIO
MPEACTaBIATh ce0e MPUHIUIBI €€ PYHKIITMOHUPOBAHUSA U B CITy4yae BOSHUKHOBEHUS
3aTPYJHUTEIbHBIX CUTYallMi aJICKBaTHO HA HUX pearupoats. [loxa 3ammroit
JIOJKHA HAXOJUTHCS BCS cUcTeMa 00padoTKU MH(opManuu.

Juma, 3aHuMarommecs: ooecrnedeHrneM HHHOPMAITMOHHON 0€30MaCHOCTH, TOJKHBI
HECTH JIMYHYIO OTBETCTBEHHOCTb.

Hanexxnast cuctema 3amuThl JOJKHA OBITH MOJHOCTHIO POTECTUPOBAHA U
CorjacoBaHa.

3ammra cranoBUTCA OoJiee A (HEKTUBHON M THOKOMU, €CITH OHA JOIMYyCKAeT
WU3MEHEHUE CBOMX MapaMEeTPOB CO CTOPOHBI aIMUHUCTPATOPA.

B 3axnroueHune cBoero 10kiaia XO0TeNoch Obl 1aTh HEKOTOPbIE PEKOMEHJAIIUH 110
opranuzaiuu padboTsl B ”H(HOPMALMOHHOM IPOCTPAHCTBE, UTOOBI yoepeub ce0s U
CBOMX OJIM3KUX OT MHTEPHET-NIPECTYITHUKOB.

PexoMenpanuu no opranuzanuu padoTel B UHPOPMALIMOHHOM IIPOCTPAHCTBE

1. Ilepen HauasoM pabOTHl HEOOXOAMMO YETKO C(HOPMYIUPOBATH LIETH U BOIIPOC
noucka UH(pOpMaLHH.

2. XKenarenbHO BbIpabOTAaTh ONTUMAJIBHBINA AITOPUTM MOUCKA HH(OPMALIUU B CETH
HHTEepHET, 4TO 3HAYUTEIILHO COKPATUT BPEMSI M CHJIbI, 3aTPAYEHHBIE Ha MOUCK.

3. 3apaHee yCTaHOBUTh BPEMEHHBIN TUMUT (2-3 yaca) pabOThI B
MH(OPMAIMOHHOM MPOCTPAHCTBE (IIPOCMOTP Telenepeaaun, yreHue, MInTepHer).
4. Bo Bpemst paboTbl HEOOXOIUMO AENaTh MepepbIB Ha 5-10 MUHYT 7151 CHATHUSA
(U3MUECKOro HANPSKEHUS M 3pUTEIIbHON Harpy3KH.

5. Heob6xoaumo 3HaTh 3-4 ynpaxxHEHUs U1 CHATHS 3pUTEIBHOTO HAMPSKEHUS U
(bU3HYECKOM YCTaTOCTH.

6. PabGoTtaTh B XOpOIIO NPOBETPEHHOM MOMEILIEHUH, TPU ONTUMAJILHOM
OCBEIIEHUH U B YJI0OHOM T103¢.

7. He cTOUT JIErKOMBICIIEHHO 00paIlaThCs CO CaM-MMCbMaMHU U 3aX0UTh Ha
HeOe30macHbIe BeO-calThl. J{J11 MHTEPHET-NPECTYMTHUKOB Bl CTAHOBUTECH JIETKON
OOBIUEH.

8. ITpu perucTpanuu B COUUAIBHBIX CETAX, HE YKa3bIBaliTE€ CBOU NIEPCOHAJIBHBIE
JaHHBIE, HAIIPUMEP: aIPEC WM JIEHb POKICHUS.

9. He ucnonp3yiTe B JOTMHE WIK NApOJIe NEPCOHAIBHBIE TAHHBIE.

10. Bce 3T0 MO3BONSET HHTEPHET-NIPECTYITHUKAM MTOJTYYUTh TaHHBIE TOCTYyNa K
aKKayHTaM 3JIEKTPOHHOM MOYTHI, a Takxke nHpuuuponaTh goMamHue [K nis
BKJIFOUEHUS UX B 0OT-CETh WJIU IS MOXUIIEHHS] OAaHKOBCKUX JAHHBIX POIAUTEINICH.
11. Co3naiiTe coOCTBEHHBIN NMPOGUIIb HA KOMITbIOTEPE, YTOOBI 00€30MacuTh
uHGOPMAIINIO, XPAHSIIYIOCS Ha HEM.

12. He 3a0wiBaiiTe, uTo (hakThl, 0 KOTOPHIX BBl y3HaeTe B UHTepHETE, HY’)KHO OYEHb
XOPOIO MPOBEPUTH, €CIIU BHIOYIETE HCIIOIb30BaTh UX B CBOEH JOMalIHel padbore.
[{enecooOpa3Ho cpaBHUTH TPU UCTOUHHUKA UH(DOPMALIMH, IPEXKIE YEM PELIUTD,
KaKUM MCTOYHHKAM MO>KHO JOBEPATH.



13. O nocroBepHOCTH MH(POPMAITH, TTOMEIICHHON Ha CATE MOYKHO CYJIUTh O
caMOMy CaiiTy, y3HaB 00 aBTOpax caira.

14. Pazmemast nuaopmanuio o cede, CBOMX OJU3KUX U 3HAKOMBIX Ha CTPaHUIIAX
COLIMAJIbHBIX CETEH, CIIPOCUTE MPEIBAPUTENBLHO pa3peIICHUE y TEX, O KOM OyeT
sTa uH(popMaIus.

15. He cnenyet pa3MeniaTh Ha CTpaHULIaX BeO-caliToB cBoM (oTorpaduu u
¢dotorpaduu cBOMX OJU3KUX U 3HAKOMBIX, 3@ KOTOPBIE BaM IIOTOM MOKET OBITh
CTBITHO.

16. Cobmromaiite mpaBuiia 3TUKHU npu oO1eHuu B uTepHere: rpy0oCTh
MPOBOIIMPYET IPYTHX HA TAKOE KE IMOBECHHE.

17. icionb3ys B cBOei paboTe MaTepual, B3AThIA U3 HH(OOPMALIMOHHOTO
UCTOYHMKA (KHUTA, IEpUOANYECcKas nevarb, IHTepHeT), ciaenyeT ykazatb 3TOT
UCTOYHHUK MHGOPMAIIUU WK CAETaTh HA HErO CCBhUIKY, €CIIM MaTepHrall ObLT BAMH

nepepadoTaH.



